
This notice describes how medical information about you may be used and disclosed, and how you 
can get access to this information. Please review it carefully.

Who will follow this notice
MedStar Health Inc. and its affiliated entities and subsidiaries are separate legal entities. However, 
they are under common ownership and control, and thus have organized themselves as a single 
Affiliated Covered Entity (ACE) for the purposes of the HIPAA Privacy Rule. This status permits 
MedStar, its affiliated entities and subsidiaries to maintain a single Notice of Privacy Practices. This 
notice describes the health information practices of the MedStar organization. All entities, sites 
and locations will follow the terms of this notice. In addition, these entities, sites and locations may 
share medical information with each other for treatment, payment and healthcare operations as 
described in this notice.

Our obligation to you
We value the privacy of your medical information as an important part of our patient-first pledge. 
We view the protection of patient privacy as an essential component of our vision to be the Trusted 
Leader in Caring for People and Advancing Health, and our mission to serve our patients. We strive 
to use only the minimum amount of your health information necessary for the purposes described 
in this Notice of Privacy Practice (“Notice”).

We collect information from you and use it to provide you with quality care and to comply with 
certain legal requirements. We are required by law to maintain the privacy of your health information, 
and to give you this Notice of our legal duties, our privacy practices and your rights. We are required 
to follow the terms of our most current Notice. When we disclose information to other persons and 
companies to perform services for us, we will require them to protect your privacy. There are other 
laws we will follow that may provide additional protections, such as laws related to mental health, 
alcohol and other substance abuse, and communicable diseases or other health conditions.

This Notice covers the following sites and people: all healthcare professionals authorized to enter 
information into your chart, all volunteers authorized to help you while you are here, all of our 
associates and on-site contractors, all departments and units within the hospital, all healthcare 
students, all healthcare delivery facilities and providers within the MedStar system, and your 
personal doctor and others while they are providing care at this site. Your doctor may have 
different policies or notices about the health information that was created in his or her private 
office or clinic.
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How we may use and disclose health information

Treatment: We may use and disclose your health information to provide treatment or services, to coordinate or manage your 
health care, or for medical consultations or referrals. We may use and disclose your health information among doctors, 
nurses, technicians, medical students, and other personnel who are involved in taking care of you at our facilities or with 
such persons outside our facilities. We may use or share information about you to coordinate the different services you 
need, such as prescriptions, lab work and X-rays. We may disclose information about you to people outside our facility who 
may be involved in your care after you leave, such as family members, home health agencies, therapists, nursing homes, 
clergy, and others. We may give information to your health plan or another provider to arrange a referral or consultation. 

Payment: We may use and disclose your health information so that we can receive payment for the treatment and services 
that were provided. We may share this information with your insurance company or a third party used to process billing 
information. (As described below, if you pay for your health care in full and out-of-pocket, you may request that we not 
share your information with your insurance company.) We may contact your insurance company to verify what benefits 
you are eligible for, to obtain prior authorization and to tell them about your treatment to make sure that they will pay  
for your care. We may disclose information to third parties who may be responsible for payment, such as family members 
or to bill you. We may disclose information to third parties that help us process payments, such as billing companies, 
claims processing companies and collection companies.

Healthcare operations: We may use and disclose your health information as necessary to operate our facility and make  
sure that all of our patients receive quality care. We may use health information to evaluate the quality of services you 
received or the performance of our staff in caring for you. We may use health information to improve our performance 
or to find better ways to provide care. We may use health information to grant medical staff privileges or to evaluate the 
competence of our healthcare professionals. We may use your health information to decide what additional services we 
should offer and whether new treatments are effective. We may disclose information to students and professionals for 
review and learning purposes. We may combine our health information with information from other healthcare facilities 
to compare how we are doing and see where we can make improvements. We may use health information for business 
planning, or disclose it to attorneys, accountants, consultants, and others in order to make sure we are complying with the 
law. We may remove health information that identifies you so others may use the de-identified information to study health 
care and healthcare delivery without learning who you are. If operating as a health plan, we will not use or disclose genetic 
information for underwriting purposes (this does not apply to long-term care plans).

Business associates: There are some services provided by MedStar Health through contracts with business associates. 
Examples include a copy service we use when making copies of your health record, consultants, accountants, lawyers, 
medical transcriptionists, and third-party billing companies. When these services are contracted, we may disclose your 
health information to our business associates so they can perform the job we’ve asked them to do. To protect your health 
information, however, we require the business associate to appropriately safeguard your information.

Certain marketing activities: We may use your medical information to forward promotional gifts of nominal value; 
to communicate with you about products, services and educational programs offered by MedStar Health; to communicate 
with you about case management and care coordination; and to communicate with you about treatment alternatives. 
We do not sell your health information to any third party for their marketing activities unless you sign an authorization 
allowing us to do this.



Health information exchanges: We may participate in health information exchanges to facilitate the secure exchange of 
your electronic health information between and among several healthcare providers or other healthcare entities for your 
treatment, payment or other healthcare operations purposes. This means we may share information we obtain or create 
about you with outside entities (such as hospitals, doctors offices, pharmacies, or insurance companies), or we may receive 
information they create or obtain about you (such as medication history, medical history or insurance information) so each 
of us can provide better treatment and coordination of your healthcare services. In addition, if you visit any MedStar Health 
facility, your health information may be available to other clinicians and staff who may use it to care for you, to coordinate 
your health services or for other permitted purposes.

The Chesapeake Regional Information System for our Patients (CRISP) is a regional HIE serving Maryland and 
Washington, D.C., in which we participate. We may share information about you through CRISP for treatment, 
payment, healthcare operations or research purposes. You may “opt-out” and disable access to your health 
information available through CRISP by calling 877-952-7477 or completing and submitting an Opt-Out form 
to CRISP by mail, fax or through their website at CrispHealth.org. As permitted by law, even if you opt-out 
of CRISP, public health reporting and Controlled Dangerous Substances information, as part of the Maryland 
Prescription Drug Monitoring Program (PDMP), will still be available to providers through CRISP.

Appointment reminders and service information: We may use or disclose your health information to contact you 
to provide appointment reminders or to let you know about treatment alternatives or other health-related services or 
benefits that may be of interest to you. 

Individuals involved in your care or payment for your care: We may give your health information to people involved 
in your care, such as family members or friends, unless you ask us not to. We may give your information to someone who 
helps pay for your care. We may share your information with other healthcare professionals, government representatives 
or disaster-relief organizations, such as the Red Cross, in emergency or disaster-relief situations so they can contact your 
family or friends or coordinate disaster-relief efforts.

Patient directories: We may keep your name, location in the facility and your general condition in a directory to give 
to anyone who asks for you by name. We may give this information and your religious affiliation to clergy, even if they 
do not know your name. You may ask us to keep your information out of the directory, but you should know that if you do, 
visitors and florists will not be able to find your room. Even if you ask us to keep your information out of the directory, 
we may share your information for disaster-relief efforts or in declared emergency situations.

Fundraising activities: We depend extensively on philanthropy to support our healthcare mission. We may use your name and 
other limited information to contact you, including the dates of your care, the name of the department where you were treated 
and the name of your treating physician so that we may provide you with an opportunity to make a donation to our programs. We 
may collaborate with a third party, including Georgetown University, to manage our fundraising activities. If we or any of our agents 
contact you for fundraising or philanthropy purposes, you will be told how you may ask us not to contact you in the future.

Research: We may use or disclose your health information for research that has been approved by one of our official research 
review boards, which has evaluated the research proposal and established standards to protect the privacy of your health 
information. We may use or disclose your health information to a researcher preparing to conduct a research project. 

Organ and tissue donation: We may use or disclose your health information in connection with organ donations, 
eye or tissue transplants or organ donation banks, as necessary to facilitate these activities.

Public health activities: We may disclose your health information to public health or legal authorities whose official 
activities include preventing or controlling disease, injury or disability. For example, we must report certain information 
about births, deaths and various diseases to government agencies. We may disclose health information to coroners, 
medical examiners and funeral directors as allowed by the law to carry out their duties. We may use or disclose health 
information to report reactions to medications, problems with products or to notify people of recalls of productst they  
may be using. We may use or disclose health information to notify a person who may have been exposed to a disease  
or may be at risk for contracting or spreading a disease.



Serious threat to health and safety: We may use or disclose your health information when necessary to prevent a 
serious threat to your health and safety, or the health and safety of the public or another person. We will only disclose 
health information to someone reasonably able to help prevent or lessen the threat, such as law enforcement or 
government officials.

Required by law, legal proceedings, health oversight activities and law enforcement: We will disclose your 
health information when we are required to do so by federal, state and other law. For example, we may be required to 
report victims of abuse, neglect or domestic violence, as well as patients with gunshot and other wounds. We will disclose 
your health information when ordered in a legal or administrative proceeding, such as a subpoena, discovery request, 
warrant, summons, or other lawful process. We may disclose health information to a law enforcement official to identify 
or locate suspects, fugitives, witnesses, victims of crime, or missing persons. We may disclose health information to a law 
enforcement official about a death we believe may be the result of criminal conduct or about criminal conduct that may 
have occurred at our facility. We may disclose health information to a health oversight agency for activities authorized by 
law, such as audits, investigations, inspections, and licensure.

Specialized government functions: If you are in the military or a veteran, we will disclose your health information as 
required by command authorities. We may disclose health information to authorized federal officials for national security 
purposes, such as protecting the President of the United States or the conduct of authorized intelligence operations. 
We may disclose health information to make medical suitability determinations for foreign service.

Correctional facilities: If you are an inmate of a correctional institution or under the custody of a law enforcement official, 
we may release your health information to the correctional institution or law enforcement official. We may release your 
health information for your health and safety, for the health and safety of others, or for the safety and security of the 
correctional institution.

Workers’ compensation: We may disclose your health information as required by applicable workers’ compensation 
and similar laws. 

Health plan: When MedStar Health operates as a health plan, we will not use or disclose your genetic information 
for underwriting purposes.

Your written authorization: Other uses and disclosures of your health information not covered by this Notice, or the 
laws that govern us, will be made only with your written authorization. These include the sale of your health information, 
use of your health information for marketing purposes and certain disclosures of psychotherapy notes. You may revoke 
your authorization in writing at any time, and we will discontinue future uses and disclosures of your health information 
for the reasons covered by your authorization. We are unable to take back any disclosures that were already made with 
your authorization, and we are required to retain the records of the care that we provided to you.



Your privacy rights regarding your health information
Right to obtain a copy of this notice of privacy practices
We will post a copy of our current Notice in our facilities and on our website, MedStarHealth.org. A copy of our current 
Notice will be available at our registration areas or upon request. To request a copy of our current Notice of Privacy Practices, 
please call 410-772-6606.

Right to see and copy your health record
You have the right to look at and receive a copy of your health record or your billing record. To do so, please contact the facility 
where you received treatment or the privacy office at MedStar Health. You may be required to make your request in writing.

You may request an electronic copy of this information, and we will provide access in the electronic form and format 
requested if it is readily reproducible in the requested format. If not, we will discuss the issue with you and provide a 
copy in a readable electronic form and format upon which we mutually agree, depending on the information and our 
capabilities at the time of the request. You may also request that we send your health information directly to a person 
you designate if your written request is signed, in writing, and clearly identifies both the person designated and an 
address to send the requested information.

If you would like a copy of your health record, a fee may be charged for the cost of copying or mailing your record 
(and the electronic media if the request is to provide the information on portable electronic media), as permitted by law. 
We will provide a copy of your health record usually within 30 days. In certain situations, we may deny your request. 
If we do, we will tell you, in writing, our reasons for the denial and explain your right to have the denial reviewed.

Right to update your health record
If you believe that a piece of important information is missing from your health record, you have the right to request that 
we add an amendment to your record. Your request must be in writing, and it must contain the reason for your request. 
To submit your request, please contact the facility where you received treatment or the privacy office at MedStar Health. 
We will make every effort to fulfill your request usually within 60 days. We may deny your request to amend your record 
if the information being amended was not created by us, if we believe that the information is already accurate and 
complete, or if the information is not contained in records that you would be permitted by law to see and copy. If we 
deny your request, you will be notified in writing usually within 60 days. Even if we accept your amendment, we will not 
delete any information already in your records.

Right to get a list of the disclosures we have made
You have the right to request a list of the disclosures that we have made of your health information. This list is not required 
to include disclosures made for treatment, payment and healthcare operations, and certain other disclosure exceptions. 
Your request must be in writing and indicate in what form you want the list (for example, on paper or electronically). 
To request a list of disclosures, please contact the facility where you received treatment or the privacy office at MedStar 
Health. The first list you request in a 12-month period is free. For additional lists, we may charge a fee, as permitted by law.

Right to request a restriction on certain uses or disclosures
You have a right to request a restriction on how we use and disclose your medical information for treatment, payment and 
healthcare operations, and to certain family members or friends identified by you who are involved in your care or the 
payment of your care. We are not required to agree to your request, and will notify you if we are unable to agree. Your request 
must be in writing and it must (1) describe what information you want to limit; (2) whether you want to limit our use, disclosure 
or both; and (3) to whom you want the limits to apply. 

In some instances, you may choose to pay for a healthcare item or service out of pocket rather than submit a claim to 
your insurance company. You may request that we not submit your medical information to a health plan or your insurance 
company if you, or someone on your behalf, pays for the treatment or service out of pocket in full. To request this restriction, 
you must make your request in writing prior to the treatment or service. In your request, you must tell us (1) what information 
you want to restrict and (2) to what health plan the restriction applies.
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Right to breach notification
You have the right under HIPAA, or as required by law, to be notified if there is a breach of your unsecured medical 
information. If requested, this notification may be provided to you electronically.

Right to choose a representative
You have the right to choose someone to act on your behalf. If you have given someone medical power of attorney or 
if someone is your legal guardian, that person can exercise your rights and make choices about your health information. 
We will make efforts to verify that the person you designate has this authority and can act for you before we take any action.

Right to choose how you receive your health information
You have the right to request that we communicate with you in a certain way, such as by mail or fax, or at a certain location, 
such as a home address or post office box. We will try to honor your request if we reasonably can. Your request must be in 
writing, and it must specify how or where you wish to be contacted. To submit a request, please contact the facility where 
you received treatment or the privacy office at MedStar Health.

Contact person
If you believe your privacy rights have been violated, you may call or file a complaint in writing with the MedStar Health 
Privacy Office or the Department of Health and Human Services (please reference the contact information below). We will 
take no retaliatory action against you if you file a complaint about our privacy practices.

Privacy Officer • MedStar Health Inc. 
10980 Grantchester Way, Columbia, MD 21044 
P 410-772-6606 
privacyofficer@medstar.net

U.S. Department of Health and Human Services  

Office for Civil Rights 
200 Independence Ave., S.W., Washington, DC 20201 
P 877-696-6775 (toll free) 
HHS.gov/OCR/Privacy/HIPAA/Complaints

If you have questions about this Notice or would like to exercise your privacy rights, please contact the facility where you 
received treatment or the MedStar Privacy Office.

Changes to this notice of privacy practices
We reserve the right to change this Notice. We reserve the right to make the revised Notice effective for medical information 
we already have about you, as well as any information we receive in the future. We will post a copy of the current Notice 
in each MedStar Health facility and on our website. In addition, each time you register at, or are admitted to, the hospital 
for treatment or healthcare services as an inpatient or outpatient, we will offer you a copy of our current Notice in effect. 

Effective date: Oct. 1, 2009 
Date amended: Sept. 15, 2017

MedStar Health complies with applicable federal civil rights laws and does not discriminate on the basis of race, color, national origin, age, disability or sex.

注意：如果您使用繁體中文，您可以免費獲得語言援助服務。請致電 877-772-6505.

ATTENTION: Si vous parlez français, des services d’aide linguistique vous sont proposés gratuitement. Appelez le 877-772-6505.

주의: 한국어를 사용하시는 경우, 언어 지원 서비스를 무료로 이용하실 수 있습니다. 877-772-6505 번으로 전화해 주십시오.

ATENCIÓN: si habla español, tiene a su disposición servicios gratuitos de asistencia lingüística. Llame al 877-772-6505.


